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ABSTRACT
Th is paper proposesPhoneNet, an appli cat ion framework to
support direct group communicat ion among phoneswithout
relay nodes. PhoneNet presents the famili ar abstract ion of
a mult i-user chat service to appli cat ion wri ters. I t performs
two main funct ions: invi t ing part icipants to the chat room
and rout ing data between part icipants direct ly without go-
ing through any intermediari es.

Made possible by a generic chat room service embedded in
the network itself, all appli cat ion-speci� c code in PhoneNet
appli cat ions runs on the phonesthemselves. Unli ke the con-
vent ional server-cli ent model, this design does not require
scalable cent ral servers that can handle all simultaneous in-
teract ions.

As a � rst step, we have created a prototype of PhoneNet
that works within an administrat ive domain. Th e mult i-
cast funct ionali ty among phones is implemented on top of
a software-de� ned network (SDN). We have developed two
appli cat ions using PhoneNet: teleconferencing and photo-
sharing. Our experience suggests that it is easy to develop
PhoneNet appli cat ions and PhoneNet appears to be e� ect ive
in reducing network t ra� c.
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1. INTRODUCTION
Smart phones have made it possible for individuals to

share their experiences and communicate with each other
using mult imedia in real t ime. Imagine att ending a confer-
ence with mult iple simultaneous group sessions. We can now
drop in vi rt uall y on the di� erent t alks to decide on the one
to att end. We may wish to att end one, while keeping an eye
on another. Or, an undergraduate may want t o check out
the various part ies his fri ends are att ending on campus.

It is challenging to implement t his kind of mult i-part y
appli cat ions in a server-cli ent model, which is the de facto
standard for mult i-party appli cat ions today. Th e challenges
ari se from the need to maintain the quali ty of the mult i-
media stream, to deliver the informat ion in real t ime, and
to support a large number of simultaneous conversat ions.

An alternat ive to server-cli ent architecture is the peer-to-
peer architecture, which is used, for example, in the very
successful and popular VoIP service, Skype. Phones how-
ever, due to their mobili ty and limited power capacity, do
not serve well as relays for group chat . Thus, conference
call s between phones typicall y go through PCs as relays.

1.1 Dir ectCommunication
I t would be ideal i f we can eliminate any cent ral server or

relay PC, and let the network mult icast the many simulta-
neous real-t ime streams of high-resolut ion mult imedia data
direct ly. By eliminat ing the intermediari es, we can reduce
t ra� c in the network, improve the quali ty, lower the latency,
and improve interact ivi ty.

As a � rst step, this paper focuses on support ing group
communicat ion among phoneswithin an int ranet on a cam-
pus or in an event li ke a conference. We propose the ab-
stract ion of a phone-to-phone network called PhoneNet. In
this model, a phone-to-phone network is set up by having
all part icipants join a chat room facili tati ng the communica-
t ion. All subsequent messagesare routed to all part icipants
direct ly without going through any intermediary servers.

In this model, all appli cat ion-speci� c logic runs on phones
direct ly. Note that t he same chat room provider can ser-
vice any mult i-part y appli cat ion; conversely, a mult i-part y
session can be hosted by any chat room server. Th is elimi-
nates the need for each mult i-part y appli catio n to provide a
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N et work contro ller d isco very m essage

{"type": whereisnox"}

N et work contro ller d isco very rep ly

{"type": "whereisnox",
"tcp port": 2703,
"ssl port": 2703,
"ip": [10.79.1.105,192.168.0.1,172.24.74.198]}

F igure 2: A di scovery me ssage sent fro m a user and
the re pl y me ssage fro m NO X

to enable ad hoc interact ions between devices. In Junct ion,
interact ing devices rely only on a universal, generic switch-
board for rout ing messages. Th e current implementat ion of
Junct ion is buil t on top of XMPP (Ext ensible Messaging
and Presence Protocol), formerly known as Jabber. XMPP
is a popular instant messaging (IM) protocol used by many
IM software, such as Google Talk and Apple iChat . It is a
well-establi shed protocol with several freely available imple-
mentat ions in di� erent languages. In order for part icipants
to meet up with each other, an addressable chat room is
set up on the switchboard and used as a rendezvous ser-
vice. Th e chat room is implemented using the mult i-user
chat extension in XMPP.

In PhoneNet, we run the switchboard alongside NOX. In
order to establi sh part icipants, one of the part icipants would
act as an init iator and perform the foll owing three steps: (1)
discover the NOX in the network, (2) set up a chat room on
the NOX, and (3) invi te other part icipants and have them
subscribe to this group communicat ion by sending service
subscri pt ions to the chat room.

(1 ) D iscover the NO X contro ll er. Th e communica-
t ion init iator' s � rst step is to discover the NOX cont roll er,
the network operat ing system, in the network. Similar to
the discovery mechanism in DHCP [3], the init iator sends
a discovery message to a pre-de� ned mult icast address and
port , here being 224.0.0.3:2209. Th e packets destined for
this mult icast address and port will be redirected to NOX.
Upon receiving the discovery message, NOX would reply
with it s li st of port s and IP addresses,since it might be
connected to more than one network (Figure 1(a)) . Th e ini-
t iator would then decide which IP addressis reachable based
on its own address. An example of a pair of discovery and
reply messages is shown in Figure 2.

(2 ) Set up a chat ro om. Aft er locat ing the NOX con-
t roll er, the init iator creates a mult i-user chat service (a.k.a.
chat room), as shown in Figure 1(b). Th e chat room is
ident i� ed by a URI (Uniform Resource Ident i� er).

(3 ) In v i te parti cipati on. Th e init iator then invi tes the
part icipants by sharing the chat room URI with them; par-
t icipants can accept t he invi tat ion by subscri bing to the
chat room (Figure 1(c)) . Th e subscri pt ions are expressed
in JSON and an example is shown in Figure 3.

Th e init iator can share the chat room URI using a va-
ri ety of methods [6]. For example, part icipants may share
an appli cat ion via SMS, email, or IM. Th is works well for
connect ing few part icipants who are already in each others'
address book. To take advantage of proximity, the init ia-
tor can instead present a two dimensional barcode to other
users. We make use of QR codes to achieve this, which
provides a visual channel that gives reasonable pri vacy for

{"actorID":"afa907b8-0b9b-442a-8a6e-a4ce8426aeb1",
"port":[8081,8082],
"action":"join",
"IP":"10.79.1.132",
"multicastAddr":"225.100.100.100",
"type":"ServiceRequest",
"jx":{"targetRole":"ServiceBot"},
"MAC":"00:18:41:dc:4c:d6"}

F igure 3: A subs cri pti on to j oin a pho ne-to -pho ne
net work identi �e d b y a mul ti cast addres s.

session creat ion. A third technique is to broadcast the ap-
pli cat ion detail s using a radio beacon. We do so by sett ing
the session detail s as the broadcast name of a bluetooth de-
vice. Wi th this beacon, many part icipants can join a local
session at t he same t ime. In the extreme case where all
the usersof an appli cat ion interact with each other, there is
only one chat room URI, which can be hardcoded into the
appli cat ion.

2.2 SettingUp the Data Plane
We use the OpenFlow protocol and NOX to manage our

data plane. OpenFlow [9, 11], support ed by mult iple ven-
dors, providesan open API and a uniform interface for com-
municat ing with switches. In PhoneNet, we use NOX [5] as
the network operat ing system to cont rol and manage the
network through the OpenFlow protocol.

(4 ) Establ ish a M ul ti cast Session. In order to easily
collect subscri pt ions from the invi tees,the init iator install s
a service bot as a part icipant in the chat room. Yap et al.
provide a set of APIs for appli cat ions to communicateswith
NOX [13, 14]. Th e service bot would then digest the sub-
scri pt ions and inform NOX using the APIs. As NOX re-
ceivesthe subscri pt ions, it t hen install s a mult icast route be-
tweenthe part icipants (Figure 1(d)) and ut ili zesa mult icast
address to represent t his personal phone-to-phone network.
We can easily impose furt her accesscont rol by cont rolli ng
the approvals of subscri pt ions, while accesscont rol i s di� -
cult in t radit ional mult icast [2]. Note that part icipants are
allowed to join in even aft er the session has start ed. When-
ever a new part icipant subscri bes to the chat room, NOX
would be not i� ed and then install updated routes. Once the
routesare install ed, the part icipants can communicate with
one another direct ly. Th e PhoneNet usesa mult icast IP to
represent each group, and the part icipants would use this
address to send and receive messages from one another.

3. CASE STUDIES
To demonstrat e and quant ify the ut ili ty of PhoneNet, we

have implemented two appli cations. Our experience shows
that we are able to achieve better performance and e� ciency
using PhoneNet as compared to current approaches.

3.1 Teleconferencing

3.1.1 ApplicationDescription
Th e implementat ion of the teleconference appli cat ion is

relat ively simple as all the complexit ies in sett ing up the
mult icast as discussedin Sect ion 2 are taken care of by the
PhoneNet framework implementat ion.

For a user to start a teleconference, the user simply bri ngs
up theappli cat ion and pushesthe\ init iate" butt on, asshown
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F igure 7: The trans mi ssion rati o bet ween the ini ti a-
to r and the parti cipan ts

(a) Th e In-
vi te and Join
interface

(b) Receives a
picture from the
sender

F igure 8: Scre ensho t of the Pho to Shari ng A ppl ica-
ti on

devices connected. We then compared the rat io of t rans-
mission bit rate betweenthe call i nit iator and the rest of the
part icipants in Figure 7. From the � gure, we can seethat
the call i nit iator in Skype needs to t ransmit t wice as much
data as others in a three-way conference call; while in our
appli cat ion, the call i nit iator t ransmits no more data than
others. Th is is because in PhoneNet, we delegate the t ra� c
mult icasting to the underlying network and no device needs
to act as a relay for others. Th is is part icularl y import ant in
phone-to-phone communicat ion because of the limited bat -
tery li fe and bandwidth available to a phone. Furt hermore,
by eliminat ing the relay node, the round-t ri p delay between
a pair of phonesdecreasesfrom 5 ms to 1.6 ms in our experi-
ment setup. Th e decreasein delay could potent iall y improve
the user experience, especiall y for mult imedia appli cat ions.

3.2 PhotoSharing

3.2.1 ApplicationDescription
Similar to the teleconferencing appli cat ion, for a user to

share photos, the photo sharing appli cat ion establi shes the
interested part ies and sets up the mult icast route through
PhoneNet. Th e applicat ion then packetizesthe photographs
into UDP datagrams and sends them to the part icipants.
I f the network is lossless, the init iator only sends out one
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F igure 9: Num ber of packet trans mi ssion re qui re d
to deli ver a 891K B pho to to 50 dev ices.

copy, since packets are dupli cated in the network to mult iple
receivers.

On the other hand, to share photographs or other docu-
ments, the appli cat ion needs to provide reliable t ransmission
over mult icast even in a lossy network. Instead of keep-
ing t rack of packets received by individual receivers, our
photo sharing appli cat ion uses fountain codes (speci� call y
LT codes [7]) t o deal with the cry-baby problem in mult i-
cast. \ Cry babies" refer to receivers with lossy channels.
Wi th fountain codes, a \ cry baby" can reconstruct t he pho-
tographs with high probabili ty using any of the coded packet
received, as long as a su� cient number of packets have ben
received. Thus, our appli cat ion can deliver photographs to
mult iple part ies by cont inuously sending coded packets to
the mult icast address unt il all receivers have decoded the
photographs.

3.2.2 PerformanceEvaluation
To evaluate theperformanceof photo sharing using PhoneNet,

we compare it with individual unicasts. Th e task in our ex-
periment is to share a 891KB � le, delivered using 1414-byt e
UDP datagrams to 50 other mobile devices.

Since we did not have su� cient phonesat t he t ime of the
experiment , we simulated the number of packets needed for
the fountain-coded mult icast algori thm in our photo-sharing
appli cat ion and compared it with the theoretical averagesof
unicast sessions.

I f thenetwork is reliable, themult icast support in PhoneNet
reducesthe number of packets t ransmitt ed by 50 t imes(Fig-
ure 9). Th is t ranslates to signi� cant savings in energy con-
sumpt ion. Our implementat ion needs only to keep t rack of
whether a receiver has decoded the photographs; the state
of the algori thm is much smaller than unicast implemen-
tat ions, which have to remember the packets received for
each receiver. As the loss rate of the network increases,our
fountain-coded mult icast implementat ion cont inues to out -
perform unicast by over 20 t imes.

4. RELATED WORK
Th e Internet Group Management Protocol (IGMP) [1] is

a communicat ion protocol used to manage mult icast group



membership betweena host and its direct ly att ached router
in IPv4 system. IP hosts who want t o join a mult icast group
need to inform their neighboring router through IGMP. Be-
tween mult icast routers, mult icast rout ing algori thms, such
as PIM and MOSPF, are used to coordinate the routers
throughout t he Internet. However, the current Internet mul-
t icast service is a \o pen service model". A host can join a
mult icast group by simply sending a IGMP \ Host Member-
ship Report" message to its router. Th e sender does not
have the cont rol over who can receive the datagrams sent
to that group. Similarl y, there is no cont rol over who can
send datagrams to the group members. A host can even
send to a mult icast group without joining the group. Worse,
senders cannot reserve addressesor prevent another sender
from using the same address. Th e unmanageabili ty of a con-
vent ional IP-mult icast group results in very limited number
of mult icast appli cat ions. Diot et al. provides a detailed
summary on why the IP mult icast is not widely deployed in
the Internet [2].

In PhoneNet, since mult icast routesare only install ed be-
tween the group members, only the members can send and
receive datagrams to/ from the mult icast address. Th e ini-
t iator can choose with whom it shares the invi tat ion (t he
chat room URI). Furt her accesscont rol can be imposed by
cont rolli ng the approvals of subscri pt ions to the chat room.

5. CONCLUSION AND FUTURE WORK
PhoneNet is an infrastructure which enables group com-

municat ion between phones within an administrati ve do-
main. Any phone user can act as a group init iator and
create its own phone-to-phone network through PhoneNet.
Wi th the help of software-de� ned networks, PhoneNet then
delegatesdata exchange direct ly to the underlying network.
Th erefore, none of the part icipants would needto relay t raf-
� c for others, which is expensive on phones given limited
bandwidth and power constraints. We implemented two ap-
pli cat ions and show the usefulnessof PhoneNet.

We plan to deploy PhoneNet in the product ion OpenFlow
network in our depart ment building [16] and allow users in
the building to form their own phone-to-phone network with
each other. In our previous works [15], we also explored how
to provide losslesshandover in software-de� ned networks for
mobile devices with mult iple wirelessinterfaces. Given the
mobile nature of phonesand the increasing number of wire-
less interfaces on each phone, we would li ke to integrate
the mobili ty support into PhoneNet. PhoneNet current ly
only work inside a single domain, we also plan to extend
the system to work between mult iple OpenFlow/ NOX ne-
towrks. We will have the opport unity to test a large-scale
deployment in a couple of years, when OpenFlow-enabled
equipment in numerous universit ies in US and Europe are
deployed [10, 12].
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