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ABSTRACT

This paper proposesPhoneNet, an application framework to
support direct group communication among phoneswithout
relay nodes. PhoneNet preserts the familiar abstraction of
a multi-user chat service to application writers. It performs
two main functions: inviting participants to the chat room
and routing data between participants directly without go-
ing through any intermediaries.

Made possble by a generic chat room service embedded in
the network itself, all application-sped c codein PhoneNet
applications runs on the phonesthemselves. Unlike the con-
ventional server-client model, this design does not require
scalable central serversthat can handle all simultaneous in-
teractions.

Asa rst step, we have created a prototype of PhoneNet
that works within an administrative domain. The multi-
cast functionality among phones is implemented on top of
a sdtware-de ned network (SDN). We have developed two
applications using PhoneNet: teleconferencing and photo-
sharing. Our experience suggests that it is easy to develop
PhoneNet applications and PhoneNet appearstobee edive
in reducing network tra c.
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1. INTRODUCTION

Smart phones have made it possble for individuals to
share their experiences and communicate with each other
using multimedia in real time. Imagine att ending a confer-
ence with multiple simultaneous group sessons. We can now
drop in virtually on the di erent talks to dedde on the one
to att end. We may wish to att end one, while keeping an eye
on another. Or, an undergraduate may want t o chedk out
the various parties his friends are att ending on campus.

It is challenging to implement t his kind of multi-party
applications in a server-client model, which is the de facto
standard for multi-party applications today. The challenges
arise from the need to maintain the quality of the multi-
media stream, to deliver the information in real time, and
to support a large number of simultaneous conversaions.

An alternative to server-client architecure is the peerto-
peer architeaure, which is used for example, in the very
successfu and popular VolP service, Skype. Phones how-
ever, due to their mobility and limited power capacity, do
not serve well as relays for group chat. Thus, conference
calls between phonestypically go through PCs as relays.

1.1 DirectCommunication

It would beided if we can eliminate any central server or
relay PC, and let the network multicast the many simulta-
neous real-time streams of high-resdution multimedia data
directly. By eliminating the intermediaries, we can reduce
tra cinthenetwork, improvethe quality, lower the latency,
and improve interactivity.

As a rst step, this paper focuseson supporting group
communication among phoneswithin an intranet on a cam-
pus or in an evert like a conference. We propose the ab-
straction of a phone-to-phone network called PhoneNet. In
this model, a phone-to-phone network is set up by having
all participantsjoin a chat room facili tating the communica-
tion. All subsequent messaesare routed to all participants
directly without going through any intermediary servers.

In this model, all application-sped c logic runson phones
directly. Note that the same chat room provider can ser-
vice any multi-party application; conversdy, a multi-party
sessbn can be hosted by any chat room sener. This elimi-
natesthe needfor each multi-party application to provide a
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Figure 1: Steps to setup a phone-to-phone network in PhoneNet

central service—one that needs to scale up to handle all the
simultaneous sessions.

We delegate all the data exchange to the network, elimi-
nating the need for relays, by exploiting the emerging Soft-
ware Defined Networking (SDN) [4, 8]. More specifically,
we utilize the OpenFlow [11] protocol to communicate with
switches in PhoneNet and have NOX [5] as the network op-
erating system to control how the packets route through the
network.

1.2 Contributions
This paper makes the following contributions:

PhoneNet is an application framework that enables pure
phone-to-phone multi-party multimedia applications.
We especially focus on better supporting applications
with high bit-rate requirements. PhoneNet eliminates
the need for relay nodes, which in turn allows resource
constrained phones to communicate as a group effi-
ciently.

Implementation. We have implemented a fully functional
prototype of PhoneNet, using the XMPP protocol for
the chat room service, and using the OpenFlow proto-
col and NOX to support multicasting in the network.

Case Studies. We have implemented two applications—
teleconferencing and photo sharing. Our experience
suggests that PhoneNet simplifies programming, and
the model greatly reduces the traffic in the network as
well as the latency.

We first present the design of PhoneNet in Section 2. We
then discuss two applications we have implemented using
PhoneNet and investigate how they compare to the current
state of the art in Section 3. Finally, we discuss related work
(Section 4) before concluding (Section 5).

2. THE DESIGN OF PHONENET

PhoneNet is a framework for configuring and running multi-
party applications. It has a control plane and a data plane.
The control plane establishes the parties in the group com-
munication and sets up the data plane for direct commu-
nication between the phones. The former is shown in Fig-
ures 1(a)-1(c); the latter in Figures 1(d). PhoneNet hides
all these details from the application writers, allowing them
to concentrate on the application-specific logic.

2.1 Establishing the Participants

We build the control plane on top of the Junction frame-
work [6], which is a distributed software architecture aiming



N etwork contro ller discovery message

{"type":  whereisnox"}

Network contro ller discovery reply

{"type":  "whereisnox",

"tcp port": 2703,

"ssl port": 2703,

“ip"  [10.79.1.105,192.168.0.1,172.24.74.198]}

Figure 2: A discovery message sent from a user and
the reply message from NO X

to enable ad hoc interactions betweendevices. In Junction,
interacting devicesrely only on a universd, generic switch-
board for routing messayes. The current implementation of
Junction is built on top of XMPP (Extensible Messaing
and Preserce Protocol), formerly known as Jabber. XMPP
is a popular instant messaing (IM) protocol used by many
IM soitware, such as Goode Talk and Apple iChat. It isa
well-establi shed protocol with seweral freely available imple-
mentations in di erent languages. In order for participants
to meet up with each other, an addressale chat room is
set up on the switchboard and used as a rendezvous ser-
vice. The chat room is implemented using the multi-user
chat extension in XMPP.

In PhoneNet, we run the switchboard alongside NOX. In
order to establish participants, one of the participants would
act asan initiator and perform the following three steps: (1)
disocover the NOX in the network, (2) setup a chat room on
the NOX, and (3) invite other participants and have them
subscaibe to this group communication by serding service
subsaiptions to the chat room.

(1) Discover the NO X contro ller. The communica-
tion initiator's rst step is to discover the NOX controller,
the network operating system, in the network. Similar to
the discovery medanism in DHCP [3], the initiator serds
a disoovery messaye to a pre-de ned multicast addressand
port, here being 2240.0.3:2209. The packets destined for
this multicast addressand port will be redirected to NOX.
Upon receiving the discovery messaje, NOX would reply
with its list of ports and IP addresses,since it might be
conneded to more than one network (Figure 1(a)). Theini-
tiator would then dedde which IP addressis reachable based
on its own address. An example of a pair of discovery and
reply messaesis shown in Figure 2.

(2) Set up a chat room. Afterlocating the NOX con-
troller, the initiator createsa multi-user chat service (a.k.a.
chat room), as shown in Figure 1(b). The chat room is
identi ed by a URI (Uniform Resaurce Identi er).

(3) Invite parti cipati on. Theinitiator theninvitesthe
participants by sharing the chat room URI with them; par-
ticipants can accept the invitation by subsaibing to the
chat room (Figure 1(c)). The subsciptions are expressed
in JSON and an example is shown in Figure 3.

The initiator can share the chat room URI using a va-
riety of methods [6]. For example, participants may share
an application via SMS, email, or IM. This works well for
conneding few participants who are already in each others'
address book. To take advantage of proximity, the initia-
tor can instead presernt a two dimensional barcode to other
users. We make use of QR codes to achieve this, which
provides a visual channel that gives reasonable privacy for

{"actorID":"afa907b8-0b9b-442a-8abe-adce8426aebl",
"port":[8081,8082],
"action":"join",
"IP":"10.79.1.132",
"multicastAddr*:"225.100.100.100",
"type":"ServiceRequest",
"ix":{"targetRole":"ServiceBot"},
"MAC":"00:18:41:dc:4c:d6"}

Figure 3: A subscripti on to join a pho ne-to -pho ne
network identi e d by a multi cast addres s.

sessbn creation. A third tednique is to broadcast the ap-
plication detail s using a radio beacon. We do so by setting
the sessbn detail s as the broadcast name of a bluetooth de-
vice. With this beacon, many participants can join a local
sessbn at the same time. In the extreme case where all
the usersof an application interact with each other, thereis
only one chat room URI, which can be hardcoded into the
application.

2.2 Setting Up the Data Plane

We usethe OpenFlow protocol and NOX to manage our
data plane. OpenFlow [9, 11], supported by multiple ven-
dors, providesan open APl and a uniform interface for com-
municating with switches. In PhoneNet, we use NOX [5] as
the network operating system to control and manage the
network through the OpenFlow protocaol.

(4) Establ ish a M ulti cast Session. In order to easily
collea subsaiptions from the invitees,the initiator installs
a service bot as a participant in the chat room. Yap et al.
provide a set of APIs for applications to communicateswith
NOX [13, 14]. The service bot would then digest the sub-
saiptions and inform NOX using the APIs. As NOX re-
ceivesthe subsaiptions, it t heninstalls a multicast route be-
tweenthe participants (Figure 1(d)) and utilizesa multicast
addressto represert t his persanal phone-to-phone network.
We can easily impose furt her accesscontrol by controlling
the approvals of subsaiptions, while accesscontrol is di -
cult in traditional multicast [2]. Note that participants are
allowed to join in even after the sesson has started. When-
ever a new participant subsaibesto the chat room, NOX
would be noti edand theninstall updated routes. Once the
routesare installed, the participants can communicate with
one another directly. The PhoneNet usesa multicast IP to
represert each group, and the participants would use this
addressto serd and receive messaesfrom one another.

3. CASE STUDIES

To demonstrate and quantify the utility of PhoneNet, we
have implemented two applications. Our experience shows
that we are ableto achieve better performanceand e ciency
using PhoneNet as compared to current approaches.

3.1 Teleconfeencing

3.1.1 ApplicationDescription

The implementation of the teleconference application is
relatively simple as all the complexities in setting up the
multicast as disaussedin Section 2 are taken care of by the
PhoneNet framework implementation.

For a userto start ateleconference, the usersimply brings
up theapplication and pushesthe\ initiate" butt on, as shown
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Figure 8: Screenshot of the Photo Shari ng A pplica-
tion

devices conneded. We then compared the ratio of trans-
mission bitrate betweenthe call i nitiator and the rest of the
participants in Figure 7. From the gure, we can seethat
the call initiator in Skype needs to transmit t wice as much
data as othersin a three.way conference call; while in our
application, the call initiator transmits no more data than
others. Thisis becausein PhoneNet, we delegate thetra ¢
multicasting to the underlying network and no device needs
to act asarelay for others. Thisis particularly important in
phone-to-phone communication because of the limited bat-
tery life and bandwidth available to a phone. Furt hermore,
by eliminating the relay node, the round-trip delay between
a pair of phonesdeaeasesfrom 5 msto 1.6 msin our experi-
ment seup. Thedeaeasein delay could potertially improve
the user experience, espedally for multimedia applications.

3.2 Photo Sharing

3.2.1 ApplicationDescription

Similar to the teleconferencing application, for a user to
share photos, the photo sharing application establishesthe
interested parties and sets up the multicast route through
PhoneNet. The application then packetizesthe photographs
into UDP datagrams and serds them to the participants.
If the network is losskess, the initiator only sends out one
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Figure 9: Num ber of packet trans mission required
to deliver a 891K B photo to 50 devices.

copy, since packets are duplicated in the network to multiple
receivers.

On the other hand, to share photographs or other docu-
mernts, the application needsto providereliable transmission
over multicast even in a lossy network. Instead of keep
ing track of packets received by individual receivers, our
photo sharing application usesfountain codes (sped cally
LT codes[7]) to ded with the cry-baby problem in multi-
cast. \Cry babies" refer to receivers with lossy channels.
With fountain codes,a\cry baby" can reconstruct t he pho-
tographswith high probability using any of the coded packet
received, as long as a su cient number of packets have ben
received. Thus, our application can deliver photographs to
multiple parties by continuously serding coded packets to
the multicast address until all receivers have decoded the
photographs.

3.2.2 PerformanceEvaluation

To evaluatethe performance of photo sharing using PhoneNet,
we compare it with individual unicasts. The task in our ex-
periment isto share a 891KB le, delivered using 1414byte
UDP datagrams to 50 ather mobil e devices.

Since we did not have su cient phonesat t he time of the
experiment, we simulated the number of packets needed for
the fountain-coded multicast algorithm in our photo-sharing
application and compared it with the theoretical averages of
unicast sessons.

If the network isreliable, the multicast support in PhoneNet
reducesthe number of packets transmitt ed by 50 times(Fig-
ure 9). Thistranslatesto signi cant savings in energy con-
sumption. Our implementation needs only to keeptrack of
whether a receiver has decoded the photographs; the state
of the algorithm is much smaller than unicast implemen-
tations, which have to remember the packets received for
each receiver. Asthe lossrate of the network increases,our
fountain-coded multicast implementation continuesto out-
perform unicast by over 20 times.

4. RELATED WORK

The Internet Group Management Protocol (IGMP) [1] is
a communication protocol usedto manage multicast group



membership betweena host and its directly att ached router
in IPv4 system. |P hosts who want t 0 join a multicast group
needto inform their neighboring router through IGMP. Be-
tween multicast routers, multicast routing algorithms, such
as PIM and MOSPF, are used to coordinate the routers
throughout t he Internet. However, the current Internet mul-
ticast sewice is a \open service model". A host can join a
multicast group by simply serding a IGMP \ Host Member-
ship Report" messae to its router. The serder does not
have the control over who can receive the datagrams sert
to that group. Similarly, there is no control over who can
serd datagrams to the group members. A host can even
serd to amulticast group without joining the group. Worse,
serders cannot reserve addressesor prevent another serder
from using the same address. Th e unmanageability of a con-
ventional |P-multicast group resultsin very limited number
of multicast applications. Diot et al. provides a detailed
summary on why the IP multicast is not widely deployed in
the Internet [2].

In PhoneNet, since multicast routesare only installed be-
tween the group members, only the members can serd and
receive datagrams to/ from the multicast address. The ini-
tiator can choose with whom it shares the invitation (the
chat room URI). Further accesscontrol can be imposed by
controlling the approvals of subsaiptionsto the chat room.

5. CONCLUSION AND FUTURE WORK

PhoneNet is an infrastructure which enables group com-
munication between phones within an administrative do-
main. Any phone user can act as a group initiator and
create its own phone-to-phone network through PhoneNet.
With the help of sotware-de ned networks, PhoneNet then
delegatesdata exchange directly to the underlying network.
Therefare, none of the participants would needto relay traf-

c for others, which is expensive on phones given limited
bandwidth and power constraints. We implemented two ap-
plications and show the usefunessof PhoneNet.

We plan to deploy PhoneNet in the production OpenFlow
network in our depart ment building [16] and allow users in
the building to form their own phone-to-phone network with
each other. In our previous works [15], we also explored how
to provide losskesshandover in software-de ned networks for
mobil e devices with multiple wirelessinterfaces. Given the
mobil e nature of phonesand the increasing number of wire-
lessinterfaces on each phone, we would like to integate
the mobility support into PhoneNet. PhoneNet currently
only work inside a single domain, we also plan to extend
the system to work between multiple OpenFlow/ NOX ne-
towrks. We will have the opportunity to test a large-scale
deployment in a couple of years, when OpenFlow-enabled
equipment in numerous universitiesin US and Europe are
deployed [10, 12].
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